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Group of companies NapHETIHE
Cob6CTBEHHbIE MEPONPUATUA

Yyactue B MeponpuUATUAX U MOMOLLb B UX
opraHmM3aumnm
[Mpomo-nporpammel

npOp,yKTOBaﬂ N TeEXHUYEeCKad aKCnepTu3a
Mo Bcem Kno4YeBbiM HanpasaeHnAm



OTp,en TeXHUYECKOMU KCNepTunu3bl

MHPPACTPYKTYPHDbIX U NPUKNAAHDIX peLueHUMn
KomnaHum MOHT

MONT

Group of companies

YnpasneHue Knacrepamu
OTaen TeXHUYECKOM 3KCNepTM3bl YNPaBASeT NATbIO
K/flacTepamu, pasge/ieHHbIMM NO BEHO,0PaM.

AemMmoHCcTpauUuOoHHbIe CTeHAbl
HacTpoeHbl cTeHAb! C PAa3/IMYHBIMU TEXHOJIOTUAMM,
AOCTYMHbIMN ANA AEeMOHCTPauunn.

dyHKUUU oTaena
[JeMOoHCTpaumna NpoayKToOB.
[MpoBeaeHme npecennos.
[TomoLb B OTBETAX HA TEXHUYECKME BOMPOCHI.
Pa3sBepTbiBaHWE NMAOTA HA pecypcax 3aKa3umnKa

MpepoctasneHue pecypcos
BO3MOKHOCTb NpeaocTaBAeHUA PeECYpPCoB B
Mo/ib30BaHME KANEHTaM U NapTHEpPaM.



KOHKypeHTbl unu
TeXHONOrn4yecKme napTHepbl?
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000 «basanbt CMO»

O KomnaHuu: Poccnimckuim paspaboTtumk
onepaLyuoHHbIX cUCTEM «ANBTY» ANA FOCCTPYKTYP,
6busHeca n obpasoBaHuUA.

base

alt

XapaKTepucTuku cteHAaa:
3 Hogbl: Xeon Silver 4110 CPU @ 2.10GHz (8 aagep), O3Y
128 GB, N3y 1 TB

[Mnepsusop: ALT PVE

TeKyuime BO3MOXKHOCTU ANA AeMOHCTpauuu:
ALT PVE — ynpaBneHue BUPTYyaNIbHbIMU OKPYKEHUAMMU
Ha KVM un LXC.
P7 — opucHbIM naker.

byaeTt gocTtynHo:
Anbt lomeH — LeHTpasin3oBaHHOeE yrpaBaeHue
NONb30BaTENAMM.
Anbt Pabouas craHumua — OC ana paboumx mecr.



lNMoKkaXkem, paccKaXem n NOMoXkem

Base alt PVE
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Mpenmywectsa Alt PVE:

e OTKpbITbIK NCXOAHDbIU Kog — becnnaTtHaa naatdopma
OTKPbITbIM KOAOM, YTO 0becnevynBaeT NPO3Pa4YHOCTb U TMOKOCTL B
HaCcTpoWKe.

® YHUBEpPCaNbHOCTb — NOAAEPKKA BUPTYaM3aLMmM Ha OCHOBE
KVM un KoHTenHepoB LXC B ogHOM cucteme.

e Knacrepusauma — BO3MOXKHOCTb 06beaMHEHNA CepPBEPOB B
KNnacTepbl A1 NOBbIWEHMSA OTKAa30yCTOMYNBOCTU U
MacwTabupyemocTu.

¢ XXuBaa murpayua— nepeHoc BUPTYaibHbIX MALLINH MeXKAay
y3namm 6e3 oCcTaHOBKM UX paboThbl.

¢ UHTerpaumna Ceph — BCcTpoeHHasa nogaeprkKa pacnpeaenéHHoOro
xpaHuaunwa Ceph ana BbICOKOM AOCTYNHOCTU AAHHbIX.

e Beb6-uHtepdenc — ynobHoe ynpaBnieHme 4epe3 MHTYUTUBHO
MOHATHbIN BEO-NHTEPPENC C AOCTYNOM KO BCEM GYHKLMAM
nnatdopmbl.

e CHUMKM 1 pe3epBHOE KONUPOBaHUE — BCTPOEHHbIE
WHCTPYMEHTbI AN CO34aHMA CHUMKOB (snapshots) u pesepBHoro
KONMpPOBaHUA AaHHbIX BM 1 KOHTEMHepPOB.

¢ MoppepKKa ceten SDN — rnbkoe ynpaBneHue ceTamu, BKAKOYas
VLAN, mocTbl (bridges) n 6oHaunHru (bonding).

¢ LliInpokasa comecTtumoctb OC— noaggepKka MHOXXeCTBa
onepaLuoHHbIX cuctem, BKAtoYas Linux, Windows u BSD-
ANCTPUOYTUBHI.
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He mHoro undp n gaHHbIX NO CTeHAY

Cepeep

KoprnopaTueHBIA
cepeep (2019)

KoprnopaTueHBIA
cepeep (2024)

Moutoewi cepeep R7-

Odwic

Menowna-cepeep (R7-
Komanna)

Cepeep ynpasneHua
(R7-Komanpa)

lpatwueckni cepeep
(R7-rpagmka)

BupTyaneHele
MawuHel (wT.)

1

1

Anpa
CPU
(wr.)

OnepaTueHan
namate (I'B)

12

12

Kectimi guck (F'B)

50 HDD

50 HDD

4HDD

=60SSD

OcHoeHOR: =60

SSD«<br> ApxvBHBEIA: =100

HDD

=50HDD

R7-Oduc — 310 coBpemeHHOoe pelleHne ans
KOPMNOpaTUBHOIO AOKYMeHTo0bopoTa, NOYTOBbIX CEPBUCOB
N ynpaBneHusa gaHHbIMKU. Halwe pelweHne noaaep:KmBaeT
3pPeKTUBHYIO paboTy OpraHmM3aLmii 3a CHET ONTUMANbHOTO
MCMNONb30BaHMSA CEPBEPHbIX PECYPCOB.

Mbl roTOBbI NPOAEMOHCTPMPOBATL GYHKLMNOHAN PELLIEHUA
R7-Odunc Ha Hawem cTeHae. Kpome TOro, Mbl MOXKeM
NpeaocTaBMUTb BamM AOCTYMN K TECTOBOM cpeae, YToObI Bbl
MOT/IN CAMOCTOATENBbHO NPOTECTMPOBATL BCE BO3MOKHOCTU
CUCTEMbDI B PeasibHbIX YCNOBUAX.

[laHHOe npeanoXeHne No3BoINT BaM OLEHUTb
MPOU3BOANTE/IbHOCTb, YA0H6CTBO MCNONb30BAHUA U
MacLTabnpyemocTb AaHHOro pelleHna Ana Bawmx busHec-
3ajau.

BupTyanbHble MalluHbI: BCero 6.
Appa CPU: scero 20.

OnepaTtuBHaa namartb: scero 38 I'b.
O6bvem XecTkoro aucka: no 400 b



o abopaTopus
d MTEﬂb MoHutopuHr IT-uHppacTpyKTypsbl MNynbt
~ () nymr

e AnbTepHaTMBa 3apyHeHbIM CMCTEMAM MOHUTOPMHIA, OCHOBAHa Ha
Zabbix.
lNoKa)em, pacckakem U nomokem
BbiCOKaa Nnpou3BOAUTE/IbHOCTD
e XpaHeHune gaHHbix B ClickHouse, nogaeprkka 6onee 10 000 NVPS.

Mb6KocTb M macwiTabupyemoctb

Global view e =L * MOHUTOPUHT 3aKPbITbIX KOHTYPOB, LLEHTPa/IN30BaHHbIA KOHTPO/1b
yAaNeHHbIX 06 bEKTOB.

Top hosts by CPU utilization UHgopmauma o cucteme

T2 .. be3onacHOCTb U OTKAa30yCTOMYUBOCTb
Moscow e LliInppoBaHMe AaHHbIX, 3aWMTa ayTEHTUPMKALMN, aHATU3
YA3BUMOCTEWN.

[ocTyNHOCTSL Y3N0B ceTh Problems by severity reonupw
LocTynew HenocTynet-enssectrc  Beero sessemaie Bucokan Cpemman snynpemaertHdopmaLm +
ﬁ

UHTepakTuBHaA Bu3yanusauma
e lawbopabl, oTYEThI, reorpadumyeckne n ceTeBble KapTbl.

Current problems

LUnpokune BO3MOXKHOCTU UHTErpaLuu
e OTKpbITbIN API, roTtoBble moaynun, nogaep»ka Grafana.




‘3 MonOdomc

He mHoro undp n gaHHbIX NO CTeHAY

KOMMOHEHT cUCTEMBI

Cuctema
penakTMpoBaHuA U
COBMeCTHOW paboTsl

CucTema xpaHeHust
AaHHbIX

MoyTa
Squadus

Cepsep c ponbio
onepaTtopa

Konuuecteo
BUPTYanbHbIX
MalunH

KonuyecTeOo
anep CPU

O6beM
onepaTMBHOM
namATK, N

20

20

06beMm
WECTKOro
Aucka, '
(loPs)

100 SSD
(1000/500)

100 SSD
(1000/500)

50HDD
50HDD

50HDD

BupTtyanbHble malinHbI: BCero 5.

Appa CPU: Bcero 28.

OnepatusHaa namaATb: Bcero 60 Ib.

O6vem xecTkoro aucka: no 350 I'b, skntoyaa SSD n HDD.

3T pecypcbl obecneymnBatoT CTaOUABbHYIO U HAAEKHYIO
pPaboTy BCeX KOMMNOHEHTOB CUCTEMBbI ANA NOJHOLLEHHOMN
NEeMOHCTPaLMM BO3MOXKHOCTEN NPOAYKTA.
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KOMMOHEHT cuCTEMDI

Cuctema
pefakTUpoBaHus 1
COBMECTHOM paboThbl

Cuctema xpaHeHus
OaHHbIX

Cepsep c ponbio
onepaTopa

c MonOdpunc

He mHoro uudgp n gaHHbIX N0 cTeHAyY

KonunuyectBo
BUPTYanbHbIX
[YEINTT]

KonwuecTtBo
aaep CPU

O6bem
onepaTMBHOW
namaTK, '

20

20

O6bem
XKEecTKOro
ouvcka, 'b
(loPs)

100 SSD
(1000/500)

100 SSD
(1000/500)

50HDD

BupTtyanbHble MmallunHbI: BCero 3.

Appa CPU: Bcero 17.

OnepaTuBHaa namaTtb: scero 44 Ib.

Ob6bem xecTkoro aucka: go 250 b, skatoyaa SSD n HDD.

3Tn pecypcbl obecneymBatoT CTabUAbHYIO U HAAEXKHYIO
paboTy BCEX KOMMOHEHTOB CUCTEMbI AJ151 MOJIHOLEHHOW
[EeMOHCTPaLUM BO3MOXKHOCTEN NPOAYKTa.

MonOdpuc
YacTtHoe O6nako 3

PoccuiicKkoe peLueHmne AN COBMECTHOM paboTsi
1 6e30MacHOro XxpaHeHUsi AOKYMEHTOB




3aKknw4yeHue

YTO0 MOXKem AeMOHCTPUPOBaTb ceiyac:

BupTtyannsauymio v ynpassieHne MHGPACTPYKTYpPOM Ha
nnatdpopmax AJ/IbT PVE, ROSA, PE CODT, Actpa AIC,
ISPsystem, Termidesk.

OduncHble n KoprnopaTuBHble peweHua (Mon Oduc, P7
nap.).

Cuctembl ynpaBaeHUa n MoHUTOpUHra (Peg Aam,
ALDpro, Astra Monitoring, MyneT).

Y10 moXKem pa3BepHyTb NO 3anpocy:

NMoyTOoBbIE U KOMMYHUKALMOHHbIE NNAaTGOPMbI
(RuPost).

ABTOMATU3NPOBAHHbIE CUCTEMbI YNpaBaeHua (Anbt
domeH, POCA MeHepnxep Pecypcos).

Mnatdopmbl KOHTEMHepu3auumn (LLTypsan,
Deckhouse)

[JononHutenbHaa uHpopmaumua No goctynam,
pa3BEpTbiBaHUIO U Nepepayve CTEHA0B B NO/JIb30BaHUE —
no 3anpocy.
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https://www.youtube.com/channel/UCvBNisTL2-srwqXfl6r4Oqw?sub_confirmation=1
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