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AUCTPHUOYTUBBI

YcraHOBKa IIpOU3BOAMIIach Ha ob6pase OC: AabT CepBep 10.1

$ uname -a
Linux host-15 5.10.166-std-def-alt1 #1 SMP
Thu Feb 9 11:47:41 UTC 2023 x86_64 GNU/Linux

Auctpubytrs mariadb-server
Auctpubytus Kaspersky Security Center 15: ksc64-15.0.0-12912.x86_64.rpm

Auctpubytus KSC Web Console: ksc-web-console-15.0.136.x86_64.rpm

IIpeaBapuTe/JIbHBIE YCIOBUS

AnbT CepBep 10.1 cTaBUTCA € IPOPUIIEM 110 YMOTUYaHUI. YCTaHOBKA IIPOTPAaMMBI BBIIIOJTHAETCS TOJIBKO

1mocje 0OHOBJIEHHS CUCTEMBI U dapa 10 aKTya/JIbHOI'0 COCTOSIHHA:

$ su-

# apt-get update

# apt-get dist-upgrade

# update-kernel [-t std-def|un-def]
# reboot

Heo6x0UMO yCTaHOBUTH ITakeT mariadb-server:

# apt-get install mariadb-server

HacTpouTb peKoMeHjyeMble IlapaMeTphl I ONTHMadbHOM pa6oTsl CYB/, 106aBUB/M3MEHUB

3HayeHUd CJIeyIOIUX [lepeMeHHbIX B /etc/my.cnf.d/server.cnf (cexysa [mysqld]):

sort_buffer_size=10M
join_buffer_size=100M
join_buffer_space_limit=300M
join_cache_level=8
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tmp_table_size=512M
max_heap_table_size=512M
key_buffer_size=200M
innodb_buffer_pool_size=1GB
innodb_thread_concurrency=20
innodb_flush_log_at_trx_commit=0
innodb_lock wait_timeout=300
max_allowed_packet=32M
max_connections=151
max_prepared_stmt_count=12800
table_open_cache=60000
table_open_cache_instances=4
table_definition_cache=60000

3aKOMMeHTHUPOBAaTh CTPOKY sKip-networking.

[TepesanycTUTh cepBep MariaDB 1 106aBUTH B aBT03arpy3Ky:

# systemctl restart mysqld && systemctl enable mysqld

HpOBepI/ITB CTaTyC HAaCTPOEK OIITUMH3aTOpPa, OHU O0JI>KHBI OBITH BKJIIOUEHHI (On):

$ mysql
MariaDB [(none)]> SELECT @@optimizer_switch;
join_cache_incremental=on

join_cache_hashed=on
join_cache_bka=on

B ciyuae, ecsii cTpokd join_cache_incremental, join_cache_hashed, join_cache_bka oTcyTcTBytoT
wiv uMeroT 3HadeHud off, To Heo6xXogMo 106aBUTH B /etc/my.cnf ciiepyroliee:

optimizer_switch="join_cache_incremental=on'
optimizer_switch="join_cache_hashed=on'
optimizer_switch="join_cache_bka=on'

YcTaHOBUTE ITAPOJIb IT0b30BaTe 1 CYB/ root:

MariaDB [(none)]> ALTER USER 'root'@'localhost' IDENTIFIED BY '1';
MariaDB [(none)]> exit



VeranoBka KSC

1.0. Heobxommmo co3gaTh nosb3oBaTesnass ksc, rpynmny kladmins u 106aBUTH II0JIb30BaTessl B
CO3aHHYIO IPYIIILY:

# adduser ksc

# groupadd kladmins

# gpasswd -a ksc kladmins
# usermod -g kladmins ksc

1.1. YVcranoButhk maket KSC:
# apt-get install ./kscb64-*.x86_64.rpm
1.2. 3amycTuTh HacTpoku KSC:
# /opt/kaspersky/kscb4/1ib/bin/setup/postinstall.pl

1.3. OTKpoeTCs JIUIIeH3UOHHOe COoIJIallleHHe, Ha)KaTh Q YTOOBI 3aKPHITh.

1.4. Tlopamok KoMaHK a1 ycTaHOBKH KSC. B ckobkax ykKasaHbl HauboJiee IIPEAIOUYTUTeIbHBIE
BapHaHTEHI 0TBeTa i1 HacTpouku KSC:

1.4.1. Haxxmure (Y) Ha COOOITIeHUE HIUXKE:

Enter 'Y' to confirm that you understand and accept the terms of the End
User License Agreement (EULA). You must accept the terms and conditions of
the EULA to install the application. Enter 'N' providing you do not accept
the terms of the EULA or 'R' to view it again [N]:

1.4.2. Haxxmure (Y) Ha COOOITIeHUE HIKE:

Enter 'Y' to confirm that you accept the terms of the Privacy Policy. You
must accept the terms and conditions of the Privacy Policy to install the
application. Entering 'Y' means that you are aware that your data will be
handled and transmitted (including to third countries) as described in the
Privacy Policy. Enter 'N' providing you do not accept the Privacy Policy

[N]:
1.4.3. HaxxmuTe (1) Ha COOOIIeHHe HUKE:

Choose the Administration Server installation mode:
1) Standard
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2) Primary cluster node
3) Secondary cluster node
Enter the range number (1, 2, or 3) [1]:

1.4.4. BBepgute HeobxoauMbIl IP cepBepa KSC:

Enter Administration Server DNS-name or static IP-address:
1.4.5. BBepuTe SSL miopT (13000):

Enter Administration Server SSL port number [13000]:
1.4.6. BBeguTe (1) Ha CO0OIIIeHUE HIKeE:

Define the approximate number of devices that you intend to manage:
1) 1 to 100 networked devices

2) 101 to 1 000 networked devices

3) More than 1 000 networked devices

Enter the range number (1, 2, or 3) [1]:

1.4.7. HanumuTe (kladmins) B co00IIIeHHUH HUKE:
Enter the security group name for services:
1.4.8. BBepguTe nMs akkayHTa (ksc) 11 cepBepa aflMUHUCTPUPOBAHUS:

Enter the account name to start the Administration Server service. The
account must be a member of the entered security group:

1.4.9. BBepuTe M4 akkayHTa (Ksc) 1 JPYTUX CEPBUCOB:

Enter the account name to start other services. The account must be a
member of the entered security group:

1.4.10. Bei6epurTe (1) 1 MOAK/IIOUEHMS K 6a3e faHHbIX MySQL:

Choose the database type to connect to:
1) MySQL

2) Postgres

Enter the range number (1 or 2):

1.4.11. BBegurte anpec 6a3sl faHHbIX (localhost)
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Enter the database address:

1.4.12. BBegute 110pT 6a3bI JaHHBIX (3306):
Enter the database port:

1.4.13. BBemuTe Ha3BaHHe 6a3bl JaHHBIX (kscdb):
Enter the database name:

1.4.14. BBeiuiTe JIOTHH JIs1 636l JaHHLIX (root):
Enter the database login:

1.4.15. BBeguTe 11apoJib 11 6a3bl JaHHbIX (1):
Enter the database password:

1.4.16. BBegute nMs 1osib3oBaresid (kscadmin):
Enter the user name:

1.4.17. BBeguTe IapoJIb 1 IOBTOPUTE IIAPOJIb:

Password: Admin!@#
Repeat password: Admin!@#

1.5. [IpoBepHUTH cTaTyC Cay6 KSC:

# systemctl status klnagent_srv.service
# systemctl status kladminserver_srv.service
# systemctl status klactprx_srv.service
# systemctl status klwebsrv_srv.service
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VeramoBka KSC Web Console

2.0. Co3pmath Qaiiyl 0TBETOB, COAep KAl TapaMeTpsl 11 noakardeHrs KSC Web Console k KSC:

# cat >/etc/ksc-web-console-setup.json<<EOF

"address": "$(hostname -1)",

"port": 8081,

"defaultlangld": 1049,

"trusted": "127.0.0.1|13299|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"enablelog": true,

"acceptEula": true,

"certPath": "/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer"

}
EOF

2.1. YcranoBuTh 11akeT ksc-web-console:
# apt-get install ./ksc-web-console-*.x86_64.rpm

2.2. OTKpBITH 6paysep, IeperTu 1o agpecy https://<ip>:8081.

2.3. BBITIOJTHUTH BXOJT

ma nomb3osaTenda: kscadmin
Maponb nonb3oBaTenda: Admin!@#

2.4. 3amyCcTUTh MacTep IlepBOHAUYAJIbHOM HACTPOMKH Ha)kaTHeM Ha KHOIKY 3amyCTHUTh B JIeBOU
HIDKHEeH 4acTH IKpaHa.

2.4.1. ITapaMeTpHI IIOAK/IIOYEHU K HHTepHeTY: BriopaTs IIpsiMoe MOAK/IIOYeHHe.

2.4.2. AKTUBanusd IIporpaMMBL: BBecTH KO aKTUBaIlUY; BKIIIOYUTL OIIHUI0 "ABTOMAaTHYECKH
pacupocTpaHATh JUI€eH3NOHHBIN KJII0Y Ha yIIpaB/sieMble yCTpoiicTBa".

2.4.3. ba3oBasg HaCTpoOMKa 3aIlUThl ceTHU: HakaTh Ha KHOIIKY "Co3maTh" W LOKIAThCSI 3aBepIllleHUsd
OIleparnu.

2.4.4. HacTpoMKa II0UTOBOM pacChLIKU: BBeCcTH ajpec IIosydaTess 3JIeKTPOHHOM mmouTel. TLS: Eciau
noagep>xuBaerca SMTP-cepBepoM.

2.5. BoibpaTh IIYHKT BbIX0A B HUDKHEU JIeBOM YaCTH CTPaHUIIBL:

KSCADMIN -> Bbixop


https://<ip>:8081

2.6. IlocJte jiorayTa BBIIIOJTHUTE BXO/L.
2.7. YcTaHOBUTH Beb-11arvH KESL.

2.7.1. B criucke BeIOpaTh apxuB kes_linux *local.zip* TOH Bepcuy, UTO COOTBeTCTBYeT Bepcuu KESL Ha
IPYTOM XOCTe (eCyIH IIOAXOAIIasl Bepcysi OTCYTCTBYeT Ha calTe, To CM. Internal preconditions).

2.7.2. PacriakoBaTh CKaUaHHBIU apXUB.

2.7.3. B KSC Web Console niepeiitu B pa3zes "[lapamMmeTpbl KOHCOIH" — "BeO-IIaruHbI".
2.7.4. HaxaTh Ha KHOIIKY "+ /lo6aBHUTH U3 paiiia”.

2.7.5. BeIOpaTh pacriakoBaHHBIN apxuB plugin.zip u ¢ariiyi curHaTyp signature.txt.

2.7.6. Ha>xaThb "/I06aBUTB".
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AemoHcTpamusa padoTsl KSC 15
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O Kaspersky Security Center 15

Kaspersky Security Center Web Console: 15.0.136
Bepcin Cepaepa aqmmHncTprpoBaHus: 15.0.0.12912

Mnarus ans AresT anmusneTpaposarna Kespersky Security Center:
sepeun 15.0.39

Mnarus s Cepaep aamusmcTpuposarn Kaspersky Security
Center: sepous 15.0.61

Mnarus gns Kaspersky Endpoint Detection and Response Optimun
sepcua 15.0.13

test@server-10-1-x86-64-20231206: /homeytest/PaGounii cron
@aiin Mpaska Bug Mowck Tepmuman Momouls
[test@server-10-1-x86-64-20231206 Pabounii cTon]$ cat /etc/os-release
o o

ID=altlinux
VERSION_ID=10.2
PRETTY_NAME="ALT Server 10.2 (Mendelevium)"

HOME_URL="https://basealt.ru/"
BUG_REPORT_URL="https: //bugs .altlinux.org/"
[test@server-10-1-x86-64-20231206 Pabouwii cton]s []

& Kaspersky Security Cent... [ test@server-10-1-x86-64-...



KOHTaKTbI
CNny)>X6bl obecnevyeHud
COBMECTUMOCTHU

gost@basealt.ru

+7 (495) 123-47-99, 006. 558
+7 (812) 66-789-33

Cny»k6a Bcerga cTpeMunTca aaTb OTBET B Te4eHUe 48 Y4acos.
Ecnun Ha TpeTu paboumnim oeHb OTBET He ByOeT NonyyeH,
MOBTOPUTE CBOW 3anpoc.
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