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AUCTPHUOYTUBBI

YcraHOBKa IIpOU3BOAMIIach Ha ob6pase OC: AabT CepBep 10.1

$ uname -a
Linux host-15 5.10.155-std-def-alt1 #1 SMP
Thu Feb 9 11:47:41 UTC 2023 x86_64 GNU/Linux

Auctpubytus videomost-server-9.0.0.1315-1.x86_64.rpm - VideoMost-Server 9
Auctpubytus openfire.rpm* - OpenFire

Auctpu6byTuB nodejs-12.22.1 - Node]JS

Auctpubytus pm2-4.2.3-3.noarch.rpm - pm2

HcriostHsIeMBIN Qaiil 11 yCTAaHOBKHU 3aBUCUMOCTel install - install

IIpegBapuTe/JIbLHBIE YCI0BUS

AnbT CepBep 10.1 cTaBUTCA C IPOPUIIEM 110 YMOJTUAHHUIO. YCTaHOBKA IIPOIPAMMBI BBIIIOJIHAETCA TOJIBKO
Iocse OGHOBJIEHHS CUCTEMBI U s/ipa /10 aKTyaJIbHOI'0 COCTOSTHHUS:

su-
apt-get update

apt-get dist-upgrade
update-kernel [-t std-def|un-def]
reboot

= = H = o

VCcTaHOBUTH C/IeIyIoIire ITaKeThl:

# apt-get install mysql-server mysql-client apache2 php
# apt-get install java-11-openjdk-headless && apt-get remove java-17-openjdk-headless
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CucremMHblIe TpeOOBaHUS

TpuanbHble 1 TecToBbie YCTaHOBKN:

- npoueccop ¢ noagepxkoit «SSE2»: 2 TTu, He meHee 4-Xx Apnep;
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- obvem onepaTuBHoW namaTu: 4 I6;

- 15 T6 cBobogHOro AMCKOBOro MPOCTPAHCTBA ANA NPOrpammHOro obecneyeHusa u
TIOr0B;

- [OMOTIHUTENIbHOe [UCKOBOE MPOCTP3HCTBO [ANIA XPaHEHWA 3arpyxaembix ¢aiinos w
3anuceii KOHpepeHuWii;

- MponyckHaa cnocobHocTb ceTeBoro kaHana: ot 10 Méut/cex.

YcTaHoBKN 7 NMpPOM3BOLCTBEHHOIO MCMOTIb30BAHUA:

- MHorospepHbii npoueccop «Intel/AMD» c apxuTekTypoii «amd64» n MOLAepKKOIA
«SSE2»: 2+ [Tu, He meHee 4-x Apep;

- obbem onepaTuBHoi mamaTu: oT 4 6 (pekomeHpoBaHo bomee);

- 20 T6 cBobogHOro [MCKOBOrO MPOCTPAHCTBA ANA MPOrpaMmHOro obecneuenusa w
noros (SAS mna nponssoputensHocTu u RAID/3epkanupoBanue Ans
0TKa30yCTOWYMBOCTK) ;

- [OMOTIHUTENIbHOEe [UCKOBOE MPOCTPAHCTBO ANIA XPaHeHWs 3arpykaembix ¢aiinos u
3anuceil KoHpepeHunii;

- NpONyckHaa crnocobHoCTb ceTeBOro KaHana: ot 100 Méut/cek.

Obuve TpeboBaHuA:

- ceTeBble 3KPaHbl/¢paepBonbl/bpsHAMayspbl [OMKHb ObITb OTKTIOYEHb Ha Bpems
yCTaHOBKM;

- ONA aKTUBaUMW NPOAYKTa HeobXxomum BbIXOA B MHTEpPHET ANA A0CTyna K
http://activation.videomost.com;

- B CIJlyyae YCTQHOBKM H3 BUPTYanbHyl MawWHy Heobxoauma noapepxka dyHKLnN
pe3epBMpOBAHNA PeCypCcoB rUNepBN30pOM.



YcTaHOBKA

1.0. ;11 ycTaHOBKHU BCeX 3aBUCHMOCTeEH, ITepeiinTe B KaTajIoT C UCIIOJHSIEeMBIM $alioM U BBHIITOJTHUTE
KOMaH/y:

# ./install -d

1.1. VcraHOBUTe cepBep curHanusanuu "Openfire™:
# rpm -ihv third-party/openfire*.rpm

1.2. 3amnryctute Openfire:

# systemctl start openfire.service
# systemctl enable openfire.service

1.3. 3antyctute MySQL-cepBep U httpd2-cepsep:

# systemctl start mariadb.service
# systemctl enable mariadb.service
# systemctl start httpd2.service

# systemctl enable httpd2.service

1.4. Tlocse 3amycka mariadb BBIIIOJIHUTe CKPUIIT 0€30IIaCHOCTM UM YCTAaHOBUTE IIapojb [JId
I10JIb30BaTeJIs root:

# mysql_secure_installation

HacTpoiika cepBepa curHaausanuu Openfire

2.0. Co3pariTe 6a3y JaHHBIX U II0JIb30BaTesd CepBepa CUrHasusanuu. [ne <XXXXXXXX> — mapoJsb
nosnb3oBaTesnsi  Openfire, <openfire> — wuMg 6a3bl [JaHHBIX CepBepa CUTHAJIM3AIUY,
<openfire@localhost> — mmos1b30BaTes b 6a3bl JAaHHBIX:

mysql -p -u root -e "CREATE DATABASE IF NOT EXISTS openfire CHARACTER SET
= utfs;

CREATE USER 'openfire'@'localhost' IDENTIFIED BY 'XXXXXXXXX';

GRANT ALL PRIVILEGES ON openfire.* TO 'openfire'@'localhost' WITH GRANT
OPTION;

FLUSH PRIVILEGES;"
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2.1. Jlaee B IJaHHOM PYKOBOJCTBE IIPHU OIIMCAaHHUU HACTPOEK CepBepa HCIIOJIb3YIOTCS IIPHUBEeHHbIE
37lech UM M MeCTOII0JIoKeHHe 0a3hl faHHBIX — localhost. iMeHa 6a3 TaHHBIX U I0JIb30BaTesel 6a3
JAHHBIX MOTYT OBITH U3MEHEeHb] Ha IIPOM3BOJIbHBIEe. OTKPOIiTe Web-6paysep Ha paboueM KOMIIbLIOTepe
U IleperipuTe 10 anpecy: http://videomost.example.com:9090 (3meck U fasee videomost.example.com
UCII0JIb3YeTCI BMECTO GaKTHUUYEeCKOTr0 JIOMEHHOTO0 UMEHHU CepBepa).

2.1.1. 3axopuTth Ha cepBep MO0>kKHO TOJIBKO mo JoMeHHOMYy HMeHH cepBepa. IIpum HacTpoike
cepBHCca aJMHHHCTPaTOPy KaTeropuyecKH 3alpelraercs 3aXO0JUTh Ha cepBep ¢ momMouibr IP-
agpeca wim JokaabHOro xocra («localhost»), Tak KakK 3TO IPHUBOAUT K HEOOXOJUMOCTH
IepeHacTpauBaTh CEpPBHC

2.2. B okHe Welcome to Setup BriGepuTe SI3bIK MHTepdelica U HaXKMUTe KHOIIKY Continue:

2.3. B okHe Server Settings B 1osiix XMPP Domain Name u Server Host Name (FQDN) BBegute
IIOMeHHOe UM CepBepa U Ha)KMUTe KHOIIKY Continue:

Server Settings

Below are network settings for this server

XMPP Domain Name: |vide0most.examp|e.com

Server Host Name (FQDN) l\rideomost.example,com

Admin Console Port: |gogo |

Secure Admin Console Port: | gggy |

Property Encryption via
(@) Blowfish
() AES

Property Encryption Key: | |

2.4. B oxHe Database Settings BriOGepuTe BapuaHT Standard Database Connection (CrangapTHoe
NOAK/II0YeHNE K 0a3e JaHHBIX) U HA)KMUTEe KHONIKY Continue:

Database Settings

Choose how you would like to connect to the Openfire database

@ Standard Database Connection
Use an external database with the built-in connection pool

() Embedded Database
Use an embedded database, powered by HSQLDB. This option requires no external database configuration and is an easy
way to get up and running quickly. However, it does not offer the same level of performance as an external database.

2.5. B okHe Database Settings — Standard Connection B 1osie Database Driver Presets BriGepute
MySQL:

2.5.1. B mosre Database URL BefuTe CciIeyIOIyI0 CTPOKY (6e3 mpo6esioB):

jdbc:mysql://1localhost:3306/openfire?uselnicode=true&characterEncoding=UTF
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-8&characterSetResults=UTF-

8&serverTimezone=UTC

2.5.2. T'me «openfire» — UM 6a3bl JaHHBIX CepBepa CUTHaIM3alluH.

2.5.3. B mmosie Username BequTe MM II0JIb30BaTeJId 6assl OJaHHBIX Ce€pBe€pa CHTHa/JIHU3allhH. B 1mosie
Password BBeUTE I1apPOJIb I10JIb30BaTeEJId 0assl OJaHHBIX CeépBepa CUIHaJIM3allhu (MM I10JIb30BaTEI
6a3bl OJaHHBIX 1 €T0 I1apO0JIb OBLITH 3alaHbI ITPHX CO3[TaHUU 6a3bl JAaHHBIX U II0JIb30BaTeJId.

2.5.4. Ha>xxmuTe KHOIIKy Contin

ue.

Database Driver Presets
JDBC Driver Class

Usermname:

Password

Minimum Connections
Maximum Connections

Connection Timeout

Database Settings - Standard Connection

Specify a JOBC driver and connection properties to connect to your database. If you need more information about this process
please see the database documentation distributed with Openfire

Mote: Database scripts for most popular databases are included in the server distribution at
[Openfi re HOME] /resources/database.

Database URL:

- [ MysQL v

|com.mysql.cj.jdbc.[lri\rer | 3

[jd be:mysgl://localhost: 3306/openfire?useUnicode=true&characterEncoding=UTF-8&chara cth 2

- |openﬁre

[s

" |as
1.0 Days

Note, it might take between 30-60 seconds to connect to your database.

L.onlmue

2.6. B mosie Profile Settings BriGepuTe Default (HacTpoMKU II0 yMOJIYaHHI0) U Ha>KMUTe KHOIIKY

Continue:

Profile Settings

@ Default

O

Store only non-reversi
clients

stored in the directory

Choose the user and group system to use with the server

Store users and groups in the server database. This is the best option for simple deployments.
Only Hashed Passwords

(") Directory Server (LDAP)
Integrate with a directory server such as Active Directory or OpenLDAP using the LDAP protocol. Users and groups are

ble hashes of passwords in the database. This only supports PLAIN and SCRAM-SHA-1 capable

and treated as read-only.

2.7. B oxkHe Administrator Acc
Ha)KMHUTe KHOIIKy Continue:

ount BBeJHUTe ITIapoJIb U agpec 3ﬂeKTp0HHOfI IIOYUTHI aIMUHHUCTPATOPa "

2.7.1. BaxnHo! VcraHOBKa I1aposis o6sg3aTesbHa, T.K. 0e3 3Toro He OyJeT BO3MOXXKHOCTH

aIMHUHHUCTPUPOBATH openfire



Administrator Account

Enter seftings for the system administrator account (usemame of "admin™ below. It is important to choose a
passward for the account that cannot be easily guessed -- for example, at least six characters long and
containing a mix of letters and numbers. You can skip this step if you have already setup your admin account
(not for first time users).

Admin Email Address: |;4min@example.com
A valid email address for the admin account.
New Password: [,eeees '

Confirm Password: [,,...4

2.7.2. BaxxHo2! O6HOBJATE «Openfire» Ha 6oJiee II03JHUE BepCHM He PEeKOMEHyeTCsd, T.K. OHH He
UMET COBMECTHUMOCTH C TeKylled Bepcuein VideoMost-cepBep. Ilocie 3aBepllleHUsI HaCTPOUKU
PEeKOMeH/yeTCsI BOMTH B KOHCOJIb yIIpaBJIeHUs openfire ¥ B CBOMCTBaX CUCTEMbl U3MEHUTH 3HaUeHUe
napameTrpoB update.notify-admins 1 update.service-enabled Ha false

VcranoBka cepepHoro I10 VideoMost

3.0. VcTaHOBUTE HEOOX0AUMBIE 151 paboThl VideoMost-cepBepa KOMIIOHEHTHI:

# rpm -i third-party/nodejs*.rpm
# rpm -1 third-party/pm2*.rpm
# rpm -i videomost/videomost-server*.rpm

3.1. IIpu He06X0IUMOCTH, BBIIIOJIHUTE IIepe3arpys3Ky cepBepa:
# /usr/share/vmapi/install.sh
3.2. Bo BpeMs yCTaHOBKU MHCTAJUIAIIMOHHOrO IaKeTa videomost-server OyayT 3a/laHbl BOIIPOCHL:

- Enter mysql priviledged user name: [ BBegWTe ¥MA MPUBUIErE€pPOBAHHOrO MOMb30BATENA, MO
ymonyaHuio [ root

- Enter mysql priviledged user password: [ BBemMTe Naponb MPMBENNTEPOB3HHOI0 MONb30BATENS
- Enter mysql host address: 0 BBemuTe agpec xocTta mysql, no ymonuaHuo 0 localhost

- Enter mysql videomost database name: 0 BBeauTe uMA 6a3bl AaHHbX mysql videomost, no
yMOTyYaHuio [

videomost

- Enter mysql videomost user name: [ BBeanTe uMA Moflb3oBaTend 6a3bl mysql videomost, no
yMOTYaHuio [

videomost

- Enter mysql videomost user password: [ BBeguTe maponb monb3oBaTensa 6a3bl mysql videomost
- Enter default language used in videomost 0 BbibepuTe A3bK MO yMOMYaHWI ANA CEPBUCA
videomost, English

nnn Russian

- Enter videomost user login minimal length: 0 BBEAMTE MMHWMAMbHYK ANNHY TIOrUHA
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nonb3oBatena videomost,

no ymonuaHuio 0 4

- Enter videomost user password minimal length: 0 BBegWTe MMHMMAnbHYK ATIMHY MApONA
nonb30BaTena

videomost, mo ymonuanuio 0 6

- Enter videomost admin login name: 0 BBeanTe uMA agmuHucTpatopa cepsuca VideoMost, no
ymonuaxuio [

admin

- Enter videomost admin user password: [ BBeauTe Maponib agmuHucTpatopa cepsuca VideoMost
- Confirm password: [ moBTOpuTe BBOA Mapons

- Enter videomost admin email: [ BBeauTe email apmuHucTpaTopa cepsuca VideoMost, no
ymonuaxuio [

admin@example.com

- Enter fully qualified domain name (FQDN) of this server: [ BBeauTe MOJIHOE [OMEHHOE WMS
(FQDN) sToro

cepsepa, No ymomyaHuio byfeT npeanoxeHo uma cepsepa.

3.3. Hactpotika https:

3.1. BaxHo! CepBuc paboTaeT TOJIBKO IIpH HacTpoiike https. [TosToMy moHamobuTca SSL-cepTudUKaT
s carita. CepTUdUKAT MOKeT OBITH CaMOIIOAIIMCAaHHBIM, HO B 3TOM CJydae He O6yAyT paboTaThb
MOOMJ/IbHBIE IIPHUJIO)KEHUS. PeKoMeHJyeTCs IIOJMyYUTb SSL-cepTHOHMKAT [OBEPEHHOIO IieHTpa
cepTUOUKAIIU.

3.2. Ilocsie yCTaHOBKH, B JUPEKTOPUM C KOHQUIYpPAIMOHHBEIMU ¢araMu Apache 6yneT HaXOZUTHCA
¢arin 0_videomost.conf, HacTpoeHHBI Ha pabOTy C CaMONIOAIIMCAHHBIM CepPTHPUKATOM II0
YMOJIYaHUIO0.

3.2.1. /11 yCTaHOBKHU CepTHUQUKaTa JOBEPEHHOIO IleHTpa cepTUGUKAILIUY, B 9TOM (Qaiiyie He06X0UMO
3aMeHUTh [Ipe/lyCTaHOBJIEHHble 3HAueHUs Ha (QaKTHYeCKHe B CJIeAYyIOIIUX IIapaMeTpax:
SSLCertificateFile u SSLCertificateKeyFile

3.2.2. Eciu 1erioyka CepTHQUKATOB IleHTpa CepTHQUKAIIMU II0CTaBJSAETCS OTHeJNbHBIM (QakIoM
(06p19yHO 3TO QA ¢ paciupeHueM .ca-bundle), o6aBbTe B KOHQUIYpaITMOHHOM ¢aliie IapaMeTp
«SSLCertificateChainFile» 1 BcTaBbTe paKTHUeCKUH IIyTh Qpaiiia cepTUPUKAIIUU.

3.3. IlepesanrycTtuTe Apache-cepsep:
# systemctl restart apache?

3.4. g cesa3u ¢ XMPP-cepBepom («Openfire»), Heo6XoguMbIM i1 paboTel WebRTC-kKoHepeHIINH,
UCIIOJIb3yeTCsd OOUH U3 ABYX MeTO/OB Ha 6ase «websockets» miu «BOSH». MeTo[ ¢ UCIIOJIb30BaHUEM
«websockets» obecrmeyrBaeT 60JIBIIYI0 CKOPOCTH PabOThl ¥ MEHBIIYK HAarpysKy Ha BeO-cepsep. IIpu
BBIOOpE HCIIOJIb3yeMOI0 MeTo/a IIPOBepsieTCsl OCTYIIHOCTH «websockets». B ciaydyae Heygauu
mpoBepsieTcs MOCTYIIHOCTH «BOSH». B ciyyae OTCYTCTBHS BO3MOXKHOCTU HCII0JIB30BaTh «BOSH»,
BBIBOJIUTCS COOOIIIEHUE 0 HEBO3MOKHOCTH ITOAK/II0UeHUS K XMPP-cepBepy.

3.5. UToOBI HaCTPOUTEL paboTy B pesxuMe websockets, BBIIIOJITHUTEe YCTaHOBKY SSL-cepTudukara. /i
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9TOT0 HaZl0 00beJUHUTH JBa SSL-cepTUdUKaTa, BBIJJAHHBIX 0QUIMAILHBIM [0BepeHHBIM CA-IIeHTPOM
(turra COMODO) B oauH ¢ari. OgyuH U3 HUX — IyOJIUYHBIN CepTUPUKAT, Ipyrol — rernoyka (bundle)
ceprupuxkaTtoB npaHHoro CA. Hampuwmep, g ceprudukatoB 0T COMODO BBINYIEHHBIX I
videomost.com:

# cat STAR_videomost_com.crt STAR_videomost_com.ca-bundle > openfire.crt
3.5.1. VpasimTe camomofIucaHHble cepTuuKaThl Openfire, KOTOphIe CO3/[af0TCSI aBTOMAaTHUECKU ITPU

YCTaHOBKE:

3.5.2. 3aiuTe Ha calT, IJe ycTaHoBJeH Openfire 1o/ yueTHOM 3alIMCHI0 a[IMUHUCTPATOpPA I10 CChLIKE
http://videomost.example.com:9090

3.5.3. Beibepute BkiIaaKy Ceprudurarsl TLS/SSL (TLS/SSL Certificates).

3.5.4. Bribepure Jr060e u3 XpaHwaulll ypocroBepeHui (Identity store) W KIMKHHUTE CCBLUIKY
VIIpaBiieHUe CO/lep>KUMBIM XpaHuInia (Manage Store Contents) 1oz HUM.

3.5.5. YgasmTe caMOIIOAIIMCAHHBIN CepTUQUKAT.

3.5.6. /lo6aBbTe cepTudUKaAT. B coobmieHUM «OTCYTCTBYeT OAWH WM HECKOJIbKO CEepTHUQUKATOB.
HaxmuTe 37ech, 4TOOBI CO34aTh CaMO3aBepeHHBIN cepTHQHUKAT WU 37eCh, YTOOBI MMIIOPTHPOBATH
TIOJIIMCAaHHBIN CepTUQUKAT U ero 3aKphIThIM KiIrod.» (One or more certificates are missing. Click here to
generate self-signed certificates or here to import a signed certificate and its private key.) Bei6epure
BTOPO BapHUaHT: 3/1eCh, YTOOBI UMIIOPTHUPOBATh HOIMIMCAHHBIN cepTUUKAT U eT0 3aKPHITHIIN KJII0U.

3.5.7. 3anosiHUTe 110J1: Ppaskl, UCIOJIb3yeMble IJI CO3aHus 3aKphITOro kiatoua (Pass Phrase used for
creating Private Key) — ecsiu ectb Cofep>kuMoe ¢aiiia 3akpsIToro kiarua (Content of Private Key file)
— BCTaBUTH COoflepKHUMoe key-Qaiima ceprudukara. Comepxumoe ¢aiina ceprudukara (Content of
Certificate file) - BcTaBUTB cOfiepKHUMOe IIOATOTOBJIEHHOIO paHee dgaiiia ceprudurkara openfire.crt

3.5.8. Ilepesanyctute Openfire:

# systemctl restart openfire

3anyck Be6-unrepderica

4.0. C moMmoIb10 web-0paysepa OTKpouTe cTpaHUIly: videomost.example.com/service. ABTOpU3yHTeCh B
CrcreMe ¢ IOMOIIBIO YUETHOM 3aIIMCH aMHUHHCTPATOPA.

4.1. OTKpoitTe cchIKY https://videomost.example.com/service/admin
4.1.1. Tme videomost.example.com 3aMeHHUTe Ha dns UM Balllero cepBepa.

4.1.2. CucreMa oTobparkaeT cTpaHuUIly HHTepdelc agMUHHCTPaTOpa, COep Kalllylo CIIMCOK pas/esios,
He0o0XOAUMBIX JUUIS yIIpaBieHus CUCTeMOoM
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NHTepdeiic agMmUHUCTpaTopa

HW‘ Kondepenumn Jlorn Kypuan ayaura [pynnei  Tapudel  Axiusaums cepeuca  Hactpoiiku — Cepsucel
Macwrabuposanue  HacTpoiku n [o4TOBbIE C Otuethi  Buneo npod NsitayTthl  [IpUOpUTETLI KOAEKOB

Obwme konTakTel Bpaysepnt Ananutuka XypHan oT3bIBOB

Monb3osatenu

MouTOBbINH ALLAK:

#) Sxcnopr e Excel 4 flobaeuTs nonssosatens

O o norw ®uo Opraumzauma | MouToBLIA ALMK Tenedou Kro npunaa Tpynnet Tapud Agnun Craryc

A admin Admin Admin admin@example.com Mo yMonuaHmo < AxTMBEH 2 i}
a s anik Alex Nikolaev nikolaev@example.com Admin Admin Mo ymonuarmo x Axtnsen 2 &
| heva Helen Evans evans@example.com Admin Admin Mo yMonuarmio x AKTHBEH Z o
O a msmi Max Smith smith@example.com Admin Admin Mo ymonuarmio x AxTuBeH 2 o
<< | < ! > > Mepeiim na crpanmuy: |1 | 3anuceii Ha crpanmue: [m—~ 3anucu c 1 no 4 ms 4

C OTMEuEHHbIMM: chﬁaj@zmy i Ypanutb u3 rpynnsi YcTaHoBUTb cTatyc | il
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KOHTaKTbI
CNny)>X6bl obecnevyeHud
COBMECTUMOCTHU

gost@basealt.ru

+7 (495) 123-47-99, 006. 558
+7 (812) 66-789-33

Cny»k6a Bcerga cTpeMunTca aaTb OTBET B Te4eHUe 48 Y4acos.
Ecnun Ha TpeTu paboumnim oeHb OTBET He ByOeT NonyyeH,
MOBTOPUTE CBOW 3anpoc.
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